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Texuunueckuii nporpecc U paspuThHe 00IIECTBA B KOHIE XX BeKa OTKPLLIA MHUDPY HEMbIC-
JIUMBIE JIO 3TOTO MEPCIEKTUBBI U BO3MOYKHOCTH, KOTOPbie K Haday XXI Beka 0OycJ0oBUIN
BCTYILJIEHHE COBPEMEHHOM NMUBUIM3AIUN B aOCOJIOTHO HOBYIO 310Xy. OHa Obla oXapaKTepu-
30BaHa AMEPUKAHCKHM COIMOJIOrOM 1 (hyTypossorom DasuroM Toddrepom kak nuadopmalu-
OHHOE OOITECTBO, IIe TJIABHBIM (paKTOPOM OOIECTBEHHOTO PA3BUTHSI SIBISETCA MPOU3BOICTBO
u ucnob3opanne nudopmarun. Ho rakne kopeHHble n3mMeHeHus:, 6€3yC/JI0BHO, BJIEKYT 34 CO-
00l 1 HOBBIE CJIO?KHOCTH, COIHMA/IbHbIE KOH(MIUKTHI U TJIOOATbHBIE TPOOJIEMbI, CTOJKHYTHCS
¢ KOTOPBIMHU 4ejoBedecTBY mpuercd B X XI Beke.

BcTpaunBanue KOMIBIOTEPOB B VIIpaBjeHHEe 00bEKTaMHU I'OCYAAPCTBEHHON M 4acTHOW WH-
GpacTPYKTYpPHI SBAIIOTCA TPUUMHONR BCe OOJBIIETO PACIPOCTPAHEHUT W BO3PACTAHUS 3HA-
aumocTu Kubepreppopusma B Mupe |[10], mMOCKOIBKY 9TH 3J€MEHTBl CYUTAIOTCA HauboJee
VA3BUMBIMH TI€PE]T TEPPOPUCTUIECKOI ATAKOI.

Kubepreppopusm 1mo cBouM MaciitTabam MpeBOCXOIUT JIPYTHe BUIbI TePpopa, OH He UMeeT
HAITMOHAJIBHBIX TPAHUI, TEPPOPUCTHIECKUE AKTHI MOT'YT OCYIIECTBIATHCA U3 aOCOTIOTHO JIIO-
00l TOYKU 3eMHOTO IIIapa, B KHOEPIPOCTPAHCTBE CEroIHs He JeHCTBYIOT JTOTOBOPHI U COIVIA-
HICHUST, IPUHSATHIE MEZK Ly HapOIHBIM coobinecTBoM |2|. [Tomumo 3roro, Ha ceromusatuii jeHb
3aTPY/IHEHO OOHAPYIKEHNE TePPOPUCTOB B KUOEPIPOCTPAHCTBE, TOCKOIBKY OHU JIEeHCTBYIOT
Yepe3 OIMH WM IET0YKY MOJCTABHBIX KOMITBIOTEPOB, 3aTPYIHSONINX UACHTH(DUKAINIO U
oIrpejieIeHue WX MECTOIIOIOXKEHH.

ITo mamaeiM [ocymapcrBennoro arenrcra CIIIA orpedarormero 3a 6e30MacHOCTh I'Pak-
nanckux komnboTepubix cereit - US-CERT, B 2006 romy 0b1s10 3aperucrpupoBano 2172 kube-
paraku, B 2008 roxay - 54488, a B 2009 nouru 10 000 [1]. OueBugHO, 9TO CTONB CTPEMHUTEIHLHOE
pa3BuTHE AAHHOI MPOoOIEeMBl TpedyeT He MeHee CTPEMUTETBHOrO MONCKA MyTel ee PerreHust
MHEPOBBIM COODIIECTBOM, OJHAKO OOJIBIIHHCTBO COBPEMEHHBIX IMOJTUTHKOB CUUTAIOT, YTO KazK-
JIO€ TOCYAAPCTBO JIOJZKHO BBICTPAMBAThL COOCTBEHHYIO CHCTEMY 3alllUThl OT KHOepHaIaJIeHus,
YTO SIBJSETCA B KOpHE HENPABUJIBHBIM ITOJXOJOM K PEIIeHHI0 MPOOJeMbl TJIODATBHOTO Xa-
pakTepa u 00yC/IaB/IUBAET 33A€PKKY B NPUHSITHH MEK/yHAPOIHBIX JTOKYMEHTOB ITPABOBOTO
perympoBaHusi KuOEPIPOCTPAHCTBA, & TaKKe ILIAHOMEPHBIX MPOrPAMM MEKTyHAPOIHOTO
COTPY/IHHYECTBA F'OCYJAPCTB C TEJAbI0 IPe0TBPaIleHus 1 O0PbObI ¢ aKTaMu KHOepTeppopH3-
Ma.

Ha ceroangamuunii 1eHb HanboJiee MOJHOIEHHBIM JJOKYMEHTOM B 00pbhOe ¢ KHOepTeppopu3-
MOM MOXKHO cauTaTh Crpareruio munucrepcrsa 00oponbsl CIITA B cdepe kubeprpocrpancTBa
[8]. Ho u ona He MozKeT OBITH B3sITa Ha BOODYZKEeHHE BCeMU CTPAHAMH MUDa, HOCKOJbKY B Heil
YeTKO MpocMaTpuBaeTcs Jjobonposanne wHTepecoB camux CIITA n mombITkr orpanndenust n
nen3ypuposanus arepuera.

[Ipobiema KubepTeppopu3Ma HOCUT IIODAJLHBIA XapakTep, ee pelleHue J0J:KHO OBITh
HAWIEHO HPHU yYACTHH BCEX CTPAH MHUPA, HOITOMY OOIIMMU SIBJISIOTCS W METO/bI OOPHOBI ¢
knbepyrposoit. Mcxong uz ocobennocreit kubepreppopusMa, MOYKHO BBIJIEJTHTDH 3 OCHOBHBIX
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HaIIpaBeHust OOPBHOBI: CO3TaHNe 3aKOHOAATEIbHON 0a3bl, HAJIUYHE CIEIUATBHO 00yYIEeHHBIX
KaJIPOB, HAJIM4Yle HEOOXOIUMBbIX IEPEJOBbIX TEXHUYECKUX CPEJICTB.

Kak u 6o/bIuHCTBO cTpan Mupa, e ObLIa CO3/IaHa Pa3BUTAas CHCTEMa KOMIbLIOTEPHOTO
yrpasJienusi, Poccusi OKa3blBaeTCS B 30HE PUCKA TEpe]] YIPO30il TePpPOPUCTUYECKOiT Kubep-
araku. KirodeBoit ocobernocTbio Poccuiickoit Penepanun B KHOEPIPOCTPAHCTBE SIBISI€TCS
C OJIHOU CTOPOHBI, ee HOPMATUBHAA M KOHIIENTYAJIbHAS HE3AIIHIIEHHOCTh OT KUOEPYrpo3 u
¢ JIpyroit, KpylHas HEOPraHu30BaHHAs Xakepckas ceTb. VMenno Osarojapsi 3romy, B peii-
TuHre KubepmoryiimecTBa Poccust 3aHuMaer TOJBKO 14 mo3unuio, cymMmapHo mnoaydus 31,7
6asios [9]. MHTEpECcHO, UTO IPU HTOM HEKOTOPBIE 3apy0OeKHbIe U OT€UYECTBEHHBIE MOTHTHKA
M JKYPHAJIUCTH IPUCBAMBAIOT Poccuu poJib MepBOOTKpbIBaTe s KubepBoitabl (4, 6].

[nasnoit mpobaemoit kubepbeszonacHocTu Poccun gBiisieTcss OTCyTCTBHE TOCYIAPCTBEHHO-
ro IJIaHa 3alluThl cTpaHbl. [IpuyeM Ha ceromns Jazke He BeIyTCd KaKue-audo pa3pabOTKH
B 910i1 obsactu. Cymecryomas Kounenmust mporuBoieiicteust reppopusmy B Poccuiickoit
Deneparun 2009 1. [3] He yaenaser K0JKHOIO BHUMAHUS yTPO3e TePPOpa U3 KHOEPIPOCTPaH-
CTBa, COCPEJOTOYUBIINCH HA 00Jee «KJIACCUIECKOM» MOHUMAHUKU TEPPOPU3MA U €ro BUJIAM.
Hokrpuna undopmaimonnoii 6ezonacuoct PO 2000 1. [7] Takzke OTHOCHTETHHO ycTapesa
U B OCHOBHOM ITOCBMIIEHA 3aIIUTe HHPOPMAIUNA B TEJIEKOMMYHHUKAIIHOHHBIM MPOCTPAHCTBE,
0e3 11o/ipodHOIr0 paccMoTpenus Kudbeprpocrpancrsa. [IpejcraBisiercss 04eBHHBIM, 9TO STHX
Mep HeJOCTATOYHO /g rapaHTHPOBAHHON 3alUTHl CTPAHbI, a TaKzKe BO3MOXKHOCTHU Beje-
HUsl €0 KubepBoitHbl. OTCYTCTBYE TOJHOIEHHOTO TJIaHA 3aIUTHI CTPAHBI OT KHOEPYTPO3bI
B COBPEMEHHOM KOMIIBIOTEPHU3UPOBAHHOM MHUPE IPEJICTABILAIOT CEPhE3HYIO OMACHOCTH JIId
VCIIEIITHOI'O pa3BUTHUs Haleil crpanbl. HeobxomuMo co3panne HOPMATHBHO-IIPABOBOI'O aKTa
HAIIPABJIEHHOI'O HA 3alllUTy HUHTEPECOB CTPaHbl B KUOEPIPOCTPAHCTBE U 1IPEyCMATPUBAIO-
IEro psji KOHKPETHBIX Mep 10 MPOTUBOAeiicTBII0 Kubepreppopusmy. Heobxoaumo co3garn
CIeIUaIbHOe BOCHHOE MO/PA3/IeIeHue, a TaKzKe KOMUATET, C TebI0 MPe0TBpaIieHns Kubep-
aTakK, pa3pabOTKHU 3aIUTHl J/id 00BEKTOB I'OCY/IapCTBEHHO 1 YacTHON MH(PACTPYKTYPHI, a
TaKzKe, TP HeOOXOIUMOCTH, IOJATOTOBKH PABHOIEHHOIO OTBETa Ha KHOepHAIaJeHue CO CTO-
pOHBI Ipyrux rocyaapcts. Ha ceromgus momoOHble moapa3eaeHust yKe CO3MAI0TCId B HEKO-
Topbix crpanax [5]. TlTommmo sroro cnenuduka KnbepnpocTpaHcTBa NpeanoIaraeT HajJandane
TEeXHUYECKU COBPEMEHHOTO OOOPYIOBAHUS JIJISA €r0 3AIUTHI.

[TpoBeennoe uccaeoBane MOKa3aa0, YTO CTPEMHUTEILHO PACTYINAS KOMITBIOTEPU3AIIHS
Bcex cdep KHU3HU 00IIecTBa, B TOM YHCJIE H CTPATEIHYECKH BajyKHBIX, & TaKKe €KEerojHo
pacTyIIue TeMIbl COBEPIIEHCTBOBAHUS (OPM U METOJ0B HEraTUBHOIO KHOEPBO3IAEHCTBUS 1
HapacTaHue yrpo3bl Kubeparaku, BbIBO/IAT 3HaUeHUE KUOepTeppopu3Ma B COBPEMEHHOM MUpPe
HA HOBBIIl YPOBEHb. Y HUBEPCAJIbHbIN XapakTep Kubepreppopu3Ma BeJjIeT K CILJIOYeHUIO CTPaH,
Be/Ib, KHOEPIPOCTPAHCTBO — CBOOOIHOE TT0J1e, 63 TOCYIaPCTBEHHBIX TPAHHUIL M PAMOK, TJIe BCe
CTPaHbl HAXOJATCS MO, yI'PO30il KubepaTaKu, MOITOMY U 3alllUTa J0JI2KHA OBITH BhIpaboTaHa
COBMECTHO.
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CaoBa 6jaromapaHoOCTH

Xorenoch ObI BBIPA3HTH CJ0BA 0JIAr0JAPHOCTH OPTKOMHUTETY KoH(epenmuu '"JIOMOHOCOB a
uMeHHO AHTOHY AJleKceeBy, 3a CBOEBPEMEHHBI OTBET M IIOMOIIb B O(OPMJIEHHH TE3UCOB
Jyepe3 CUCTEMY aBTOMATUIECKOTO MAKEeTHPOBAHUI.



